
The Internet allows our children to do things that even fifteen years ago would have seemed impossible. 
They can find out about any subject that they want, speak to experts, connect with other children who 
share similar passions  or simply watch hours of other people playing Minecraft on youtube.  However, 
with this level of connectivity there are issues which arise which both school and parents need to be 
aware of to decrease the possible threat to children’s well-being.  
Children often appear to be very confident in their use of technology however this confidence does not 
necessarily mean that they use the technology in a wise way. At Kowloon Junior School, we believe that 
the skills to stay safe online must be explicitly taught and this information identifies how you can do this 
at home through conversations that you can have and action that you can take.

CYBERBULLYING:
Cyberbullying can be defined as “wilful and repeated harm inflicted through the use of computers, cell 
phones, and other electronic devices” (Samee and Patchin, 2009). Unlike offline bullying, if a child is 
being bullied online, they can be contacted at any time meaning that no time of day or place can make 
them feel safe. Further general information about cyberbullying can be found here.

Possible indicators that your child may be a victim of cyberbullying
The biggest indicator that your child may be being a victim of bullying is a change in the technology 
behaviour, possibly not using a computer or being reluctant to online game or being anxious when 
messages are received. Any other change in behaviour or attitude towards school or friends may be an 
indication of cyber bullying and you need to speak to your child about possible causes.

Conversations that you should be having at home
• Cyberbullying is serious and can have real and lasting effects on others.
• That you will not be angry with them and that there are things that you can do if they are being 

bullied.
• That should your child confide in you about being bullied, they will have done the right thing.
• If they see cyberbullying take place they must show empathy and support victims in real life, 

encouraging them to tell an adult.

Action that you can take as a parent should you think that your child is a victim of cyberbullying
• Contact the class teacher immediately.
• Do not respond to messages or try to contact the students involved.
• Use screenshots to gather evidence.
• Reassure your child that you are taking their concerns seriously.

If you think your child may be using technology to bully another child, make sure that you follow it up 
and talk to your child about the consequences of their actions. Children cannot always empathise with 
others online and they may not even be aware of how damaging their actions may be. For more 
information on preventing your children from being a cyberbully this is a useful resource.

Staying safe online at home

https://www.hazelden.org/web/public/rmmay10_bullying.page
http://www.internetmatters.org/hub/expert-opinion/ways-to-help-your-child-stop-being-a-cyberbully/
https://www.hazelden.org/web/public/rmmay10_bullying.page
http://www.internetmatters.org/hub/expert-opinion/ways-to-help-your-child-stop-being-a-cyberbully/


INAPPROPRIATE CONTENT:
This can include sites with pornographic material; content containing swearing; sites that encourage 
crime, racism, eating disorders; pictures, videos or games which show images of violence or cruelty to 
other people or animals; gambling sites; unmoderated chatrooms- where there’s no one supervising 
the conversation and barring unsuitable comments (from internet matters.org).  

Action that you can take
• Do not allow unmonitored internet access.
• Have a family policy of acceptable websites. All sites hosted on KJS SPLAT have been assessed 

by staff as suitable. Familiarise yourself with the sites that your child uses.
• Make sure that your child knows that if they come and talk to you or their teacher about something 

they are unsure of, they will not be in trouble and they will not lose their access to technology. 
• Check your internet service provider to turn on parental filters. It is important to note that if your 

child is connecting to public wifi away from your home that this can affect the filters that you have. 
Here is a list of filtering software available in HK.

• Turn on safe searches on google or other search engines.  Check all connected devices and the 
filters that they have including games consoles and phones. This UK website is a valuable 
resource which shows parental controls for mobile devices and gaming controls.  

• If your child is on a ‘child friendly’ site and they see something that is inappropriate, report it to the 
site administrator. 

ONLINE REPUTATION:
Everything that is posted either by your child or about your child, good or bad, affects their digital 
online reputation.  Problems that may arise due to the nature of what is posted may include: 
friendships being compromised by unkind or unthinking comments; being teased and losing out on job 
or education opportunities. Posting too many details may also result in the information being stolen 
and accounts set up in your child’s name, although this is unlikely at a young age. Children and 
teenagers do not have the maturity to always see the consequences of what they are sharing, They 
often enjoy the gratification of positive feedback that their posts give them, encouraging them to make 
more of their private lives public. The ability to empathise does not fully mature until adulthood and it is 
essential that these skills are developed in a face to face situations as it is even more difficult to apply 
them in the seemingly anonymous online world.

Discussions that you could have with your child.
• Digital stories stay with you for life. When you post something online, you can lose control of it. 

Who you choose to share something with is as important as what you are choosing to share. 
Before even sharing with one friend your child needs to think about whether or not they trust their 
friend to not share it and they know that their friend’s privacy settings are strong as well.

http://matters.org
http://www.ofnaa.gov.hk/eng/publicity/filtering.htm
http://www.internetmatters.org/controls/interactive-guide/
http://matters.org
http://www.ofnaa.gov.hk/eng/publicity/filtering.htm
http://www.internetmatters.org/controls/interactive-guide/


• Private does not always stay private. Often the companies can change their privacy policy or 
accounts and devices may get hacked.

• Have discussed steps with them before sharing. Make a list of questions that you could ask 
before posting yourself which include:

- What does this look like if people did not know me?
- How far can this be shared? How much do you trust your friends and their privacy settings?
- If the post involves someone else would I want it shared about me? If there is someone in the 

photo, have I asked their permission before posting?
- Am I giving too much information away? Could someone use it to bully me or know details 

about things that are going on in and with my family?
- Imagine this post was beamed on the side of a HK bus which my friends, school teachers and 

neighbours could all see, would I still want it up there?

Action to take
• Monitor your child online. Follow or friend them if you have given them permission to be on social 

media. Internet search your child’s name to see what their profile is like.
• Make sure that you know about the privacy settings and how to change them if necessary. 
• Correct incorrect information or ask for posts to be deleted. If the person who posted will not, you 

can try to contact the site administrator. Be aware that they may not remove posts unless they 
infringe website rules.

• Be a good role model, this could include you seeking permission to post your child’s photo.
• Help them build a positive online reputation; some people do this by having a social media 

account which highlights charity work or personal achievements.
• When you have finished with an account delete it and deactivate it.

BALANCE (SOCIAL NETWORKS AND GAMING):
How much time your child spends online and what they are doing are family decisions. A few things to 
consider is that the way that we behave online has changed. In pre-social media days, people would 
connect with people online who they have already formed relationships with. It is now possible 
because of social media and online gaming to be connecting with people in a general sense rather 
than a personal one. Online it is possible to build rapport quickly rather than slowly building a 
relationship and trust as you would in real life. Studies show that teenagers who report feeling most 
lonely have the most friends on social network sites. 

Children do not necessarily have the maturity to self regulate their use of the internet. Posting on social 
media is highly rewarding, you get instant gratification of your post showing up, the anticipation of how 
someone is going to respond and the unpredictability of how someone is going to respond. 

Posting on social media can be a person’s main form of attention or positive feedback. If there is a gap 
between the online person and the real person, this will start to make children feel less confident.

The blue light emitted from screens prevents people from sleeping it is suggested that bedrooms of 
everyone remain device free.



Games designers both on and off line invest a lot of money to make sure that their games are as 
rewarding as possible including the optimum level of challenge and reward. This is done to either to 
encourage gamers to keep playing or to make purchases. In addition to this, online roleplaying 
games are infinite, there is no ‘end’ and the game continues whether you are playing or not.

STRANGER DANGER:

The most worrying side of the Internet for many parents is the chance that their child could be 
contacted and ‘groomed’ with the purpose of them being abused. When we discuss this with 
students at KJS we mainly talk about it in terms of ‘stranger danger’ as we would offline abuse. 
There are no readily available statistics in Hong Kong regarding online grooming so it is difficult to 
ascertain the risk. However, it is essential that all children are aware that it is very easy to conceal 
your identity online and that there are people online who will try to trick them into befriending them 
with malicious intent. 

Signs that a child may be being abused on groomed online from www.internetmatters.org
• wanting to spend more and more time on the internet 
• being secretive about who they are talking to online and what sites they visit
• switching screens when you come near the computer.
• possessing items- electronic devices or phones- you have not given them
• using sexual language you would not expect them to know
• becoming emotionally volatile

How abusers try to develop a relationship
Often this is done through social media or online games. Groomers may target a specific child if it 
seems that they are already posting too much online or have lower self-esteem. Alternatively, 
groomers may send messages to hundreds of children and wait to see who responds. They may 
attempt to build an emotional connection with a child, through asking questions, offering gifts, 
showing attention and compliments, having similar hobbies or worries and sharing secrets. They 
could then attempt to isolate children from their families. The groomer may then try to take or 
abuse the child. It is important to note that this no longer has to take part face to face as solely 
online abuse is also possible.

Conversations and action
• Make sure that your child knows to come and speak to you if they are at all concerned about 

someone and that they will not be in trouble if they do come and speak to you.
• Discuss with children how easy it is to set up an online profile.
• Monitor any social network privacy settings that they may have. Discuss with your child who 

their friends are online. Be aware of what they are posting online and think about how this may 
be perceived.

• If you are concerned that either your child or another child is being groomed or abused, report 
this to the police immediately. 

http://www.internetmatters.org
http://www.internetmatters.org


PARENT RESOURCES
www.net-aware.org.uk 
Reviews social networking sites and apps including gaming ones.

www.internetmatters.org  
A very detailed site which covers a range of issues in depth with videos that 
you may want to share with your children and how to setup parental filters on 
different devices and connected games consoles.

http://cesy.qed.hkedcity.net/en/links.php 
HK education department resource. 
The linked page has list of many agencies that you may need to contact.

https://www.commonsensemedia.org/ 
A huge resource with a lot of information for parents including reviews for how 
appropriate a game is.

https://www.google.com/safetycenter/families/start/
Information from google about setting up family safe controls including youtube 
and google searches.

http://cyberbullying.org

http://parentinfo.org/article/setting-safety-and-privacy-settings-for-social-
media-apps  

http://www.net-aware.org.uk
http://www.internetmatters.org
http://cesy.qed.hkedcity.net/en/links.php
https://www.commonsensemedia.org/
https://www.google.com/safetycenter/families/start/
http://cyberbullying.org
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